Rensselaer At Hartford
Dept. of Engineering & Science

CISH-6960 / ECSE-6960 Cryptography and Network Security
Spring 2007, Wednesday, 5:30 - 8:30 pm

Syllabus
Instructor: Roger H. Brown Semester: Spring 2006
Office Location:  7th Floor (744) Voice: (860) 548-2462
Office Hours: Mon, Wed, Thurs, 1:00 - 5:10 pm FAX: (860) 548-5319
WebPage: http://www.rh.edu/~rhb/ Email: brownr@rpi.edu

Course Description:

The course introduces the principles of number theory and the practice of network security and
cryptographic algorithms. Topics include: Primes, random numbers, modular arithmetic and discrete
logarithms. Conventional or symmetric encryption (DES, IDEA, Blowfish, Twofish, Rijndael) and public
key or asymmetric encryption (RSA, Diffie-Hellman), key management, hash functions (MD5, SHA-1,
RIPEMD-160, HMAC), digital signatures, certificates and authentication protocols (X.509, DSS,
Kerberos), electronic mail security (PGP, S/IMIME), web security and protocols for secure electronic

commerce (IPSec, SSL, TLS, SET).

Course Objectives:
At the end of the course the student will understand:

Text:

¥DES - Data Encryption Standard

¥IDEA - International Data Encryption Algorithm

¥AES (Rijndael) - Advanced Encryption Standard

¥MD4, MD5 - Message Digest Algorithms

¥SHS - Secure Hash Algorithm and Standard

¥RSA - Public Key Algorithms

¥Diffie Hellman Key Exchange

¥ Authentication Systems for People and Computers

¥Kerberos V4 and V5

¥Electronic Mail Security
S/MIME Secure/Multipurpose Internet Mail Extension
PGP - Pretty Good Privacy

¥|P and Web Security

¥Protocols for secure electronic commerce.

¥Concepts of Digital Watermarking and Steganography

[Stall05] Stallings, William,
Cryptography and Network Security: Principles and Practice, 4th ed.
Upper Saddle River, NJ: Prentice Hall, 2003. ISBN 0-13-187316-4

Reference Texts: See www.rh.edu/~rhb/sec/reading.html for suggested reading.
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Schedule:
Lecture Date Topic Reading Assignment

1 1/10 Foundations of Cryptography and Security [Stall05] Ch 1,2
Ciphers and Secret Messages
Security Attacks and Services

2 1/17 Mathematical Tools for Cryptography [Stall05] Ch 4,8
Substitutions and Permutations Appendix D
Modular Arithmetic, Euclid!s Algorithm
Finite Fields, Polynomial Arithmetic
Discrete Logarithms

3 1/24 Conventional Symmetric Encryption Algorithms [Stall05] Ch 3, 6.1
Theory of Block Cipher Design Appendix C
Feistel Cipher Network Structures
DES and Triple DES
Modes of Operation (ECB,CBC, OFB,CFB)
Strength (or Not) of DES

4 1/31 Modern Symmetric Encryption Algorithms [Stall05] Ch 5, 6
IDEA, CAST, Blowfish, Twofish Appendix E
RC2, RC5, Rijndael (AES)
Key Distribution

5 217 Stream Ciphers and Pseudo Random Numbers[Stall05] Ch 6, 7
Pseudo random sequences
Linear Congruential Generators
Cryptographic Generators
Design of Stream Cipher, One Time Pad

6 2/14 Public Key Cryptography [StallO5] Ch 6, 9, 10
Prime Numbers and Testing for Primality Appendix F
Factoring Large Numbers
RSA, Diffie-Hellman, ElGamal
Key Exchange Algorithms
Public-Key Cryptography Standards

7 2121 Hashes and Message Digests [StallO5] Ch 11,12
Message Authentication
MD5, SHA, RIPEMD, HMAC

8 2/28 Mid-term Exam
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9 3/7 Digital Signatures, Certificates, User Authentication [Stall05] Ch 10, 13
Digital Signature Standard (DSS and DSA) Appendix G
Security Handshake Pitfalls
Elliptic Curve Cryptosystems

10 3/14 Authentication of Systems [StallO5] Ch 14
Kerberos V4 and V5
X.509 Authentication Service

11 3/21 Electronic Mail Security [Stall05] Ch 15
Pretty Good Privacy (PGP)
S/IMIME, X.400

12 3/28 IP and Web Security Protocols [StallO5] Ch 16, 17

IPSec and Virtual Private Networks
Secure Sockets and Transport Layer (SSL and TLS)

13 4/4 Electronic Commerce Security [Stall05] Ch 17.3
Electronic Payment Systems
Secure Electronic Transaction (SET)
CyberCash, iKey Protocols, Ecash (DigiCash)

14 4/11 Digital Watermarking and Steganography [notes]
15 4/18 Final Exam
Homework

Two (2) Homeworks and Three (3) Mini-projects.
See www.rh.edu/~rhb/sec/security _project.html

Exams

2/28 On-line WebCT Mid-Term Exam
Open Text Book, open notes & handouts.
Covers all material presented in Lectures 1 - 7, assigned reading,
and associated handouts.

4/18 On-line WebCT Final Exam
Open Text Book, open notes & handouts.
Covers all material presented in Lectures 1 - 14 (with more emphasis on
lectures 9- 14), assigned reading, and associated handouts.
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Course Grade Determination
The course grade is based on a weighted sum of the computed Z-scores for the homework sets
and the mid-term and final exams:

Grade = 25% (Homework) + 37.5% (Mid-Term Exam) + 37.5% (Final Exam)

A Z-score is computed as follows:
Exam Z-score = [(your test score) - (mean or median test score)] / Std. Deviation

Note: A mean score is normally used. However, a median score will be used if there exists
an abnormally high or low score.

Academic Integrity

All members of the Rensselaer community are expected to assume responsibility for honor,
honesty, and integrity in their academic work. Violators of a proper code of behavior are subject to
the Grievance and Hearing Procedure described in the Student Handbook. Definitions of
academic dishonesty can be found in the Student Handbook.
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Books On Reserve - Spring 2007

The following reference texts have been put on reserve in the R@H Library. All books have a loan
period of one week unless otherwise noted.

[Baue97] Bauer, F. L.,
Decrypted Secrets: Methods and Maxims of Cryptology.
Berlin Heidelberg: Springer-Verlag, (1997). ISBN 3-540-60418-9

[Boyd03] Boyd, Colin and Anish Mathuria
Protocols for Authentication and Key Establishment.
Springer, (2003). ISBN 3-540-43107-1

[Brow99] Brown, S.,
Implementing Virtual Private Networks.
New York: McGraw-Hill, (1999). ISBN 0-07-135185-X
TK 5105.875.E87B76 1999

[Chap95] Chapman, D. B. and E. D. Zwicky,
Building Internet Firewalls.
Sebastopol, CA: O'Reilly & Associates, (1995). ISBN 1-56592-124-0

[Ches94] Cheswick, W. R. and S. M. Bellovin,
Firewalls and Internet Security: Repelling the Wily Hacker.
Reading, MA: Addison-Wesley, (1994). ISBN 0-201-63357-4

[DaemO01] Daemen, J. and V. Rijmen, The Design of Rijndael: AES- Advanced Encryption Standard.
Berlin Heidelberg: Springer-Verlag, (2001). ISBN 3-540-42580-2
QA 76.9.A25D32 2001

[Delf02] Delfs, H and H. Knebl, Introduction to Cryptography: Principles and Applications.
Berlin Heidelberg: Springer-Verlag, (2002). ISBN 3-540-42278-1

[Denn99] Denning, D. E., Information Warfare and Security.
Reading, MA: Addison-Wesley, (1999). ISBN 0-201-43303-6
U163.D46 1999

[Denn98] Denning, D. E. and P. J. Denning,
Internet Besieged: Countering Cyberspace Scofflaws.
Reading, MA: Addison-Wesley, (1998). ISBN 0-201-30820-7

[Diffo8] Diffie, W. and S. Landau,
Privacy on the Line: The Politics of Wiretapping and Encryption.
Cambridge, MA: MIT Press, (1998). ISBN 0-262-04167-7
KF 9670.D54 1998
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[Dora99]

[Fegh99]

[Ferg03]

[Ford9o4]

[Fowl99]

[Garfos]

[Garfa7]

[Hank00Q]

[Kauf02]

[Kipp99]

[LevyO1]
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Doraswamy, N. and D. Harkins,

IPSec: The New Security Standard for the Internet, Intranets, and VPNSs.
Upper Saddle River, NJ: Prentice Hall, (1999). ISBN 0-13-011898-2

TK 5105.567.D67 1999

Feghhi, J., J. Feghhi, and P. Williams,

Digital Certificates: Applied Internet Security.

Reading, MA: Addison-Wesley Longman, (1998). ISBN 0-201-30980-7
TK 5105.875.157F44 1998

Ferguson, N., and B. Schneier
Practical Cryptography,
New York: J Wiley, (2003). ISBN 0-471-22357-3

Ford, W.,

Computer Communications Security: Principles, Standard Protocols and Techniques.
Englewood Cliffs, NJ: Prentice Hall, (1994). ISBN 0-13-799453-2

QA 76.9.A25F65 1994

Fowler, D.,

Virtual Private Networks.

San Francisco: Morgan Kaufmann, (1999). ISBN 1-55860-575-4
TK 5105.875.E87F69 1999

Garfinkel, S.,
PGP: Pretty Good Privacy.
Sebastopol, CA: O'Reilly & Assoc., (1995). ISBN 1-56592-098-8

Garfinkel, S.,

Web Security & Commerce.

Cambridge: O'Reilly & Associates, (1997). ISBN 1-56592-269-7
TK 5105.59.G37 1997

Hankerson, D., Hoffman, Leonard, Lindner, Phelps, Rodger, and Wall,
Coding Theory and Cryptography: The Essentials.
New York: Marcel Dekker, Inc., (2000). ISBN 0-8247-0465-7

Kaufman, C., R. Perlman, and M. Speciner,
Network Security: Private Communication in a Public World. 2nd Edition
Englewood Cliffs, NJ: Prentice Hall, (2002). ISBN 0-13-046019-2

Kippenhahn, R.,
Code Breaking.
Woodstock, NY: The Overlook Press, (1999). ISBN 0-87951-919-3
Z 103.K56 1999

Levy, Steven,
Crypto: How the Code Rebels Beat the Government - Saving Privacy in the Digital Age.
New York, NY: Penguin Books, (2001). ISBN 0-670-85950-8
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[Mao03] Mao, Wenbo
Modern Cryptography: Theory and Practice
Upper Saddle River, NJ: Prentice Hall, (2003) ISBN 0-13-066943-1

[Mene96] Menezes, A. J., P. C. van Oorschot, and S. A. Vanstone,
Handbook of Applied Cryptography.
Boca Raton, FL: CRC Press, (1996). ISBN 0-8493-8523-7

[Nich99] Nichols, R. K.,
ICSA Guide to Cryptography.
New York: McGraw-Hill, (1999). ISBN 0-07-913759-8
QA 76.9.A25N53 1999

[OMah97] O'Mahony, D., M. Peirce, and H. Tewari,
Electronic Payment Systems.
Norwood, MA: Artech House, (1997). ISBN 0-89006-925-5

[Oppl98] Oppliger, R.,
Internet and Intranet Security.
Norwood, MA: Artech House, (1998). ISBN 0-89006-829-1

[Oppl00] Oppliger, R.,
Secure Messaging with PGP and S/MIME.
Norwood, MA: Artech House, (2000). ISBN 1-58053-161-X

[Pfle96] Pfleeger, C. P.,
Security in Computing, 2nd ed.
Upper Saddle River, NJ: Prentice Hall, (1996). ISBN 0-13-337486-6

[Rhee94] Rhee, M., Cryptography and Secure Communications.
New York: McGraw-Hill, (1994). ISBN 0-07-112502-7
QA 76.9.A25R44 1994

[Salo03] Salomon, David,
Data Privacy and Security.
Springer, (2003). ISBN 0-387-00311-8

[Schn95] Schneier, B.,
E-Mail Security: How To Keep Your Electronic Messages Private.
New York: John Wiley & Sons, (1995). ISBN 0-471-05318-X

[Schn96] Schneier, B.,
Applied Cryptography: Protocols, Algorithms, and Source Code in C, 2nd ed.
New York: John Wiley & Sons, (1996). ISBN 0-471-11709-9
QA 76.9.A25S35 1996
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[Schn00] Schneier, B.,
Secrets and Lies: Digital Security in a Networked World.
New York: John Wiley & Sons, (2000). ISBN 0-471-25311-1

[Schro7] Schroeder, M. R.,
Number Theory in Science and Communication With Applications in Cryptography,
Physics, Digital Information, Computing, and Self-Similarity, 3rd ed.
Berlin Heidelberg: Springer-Verlag, (1997). ISBN 3-540-62006-0

[Sher00] Sherif, M. H.,
Protocols for Secure Electronic Commerce.
Boca Raton FL: CRC Press, (2000). ISBN 0-8493-9597-6
HF 5548.32.55213 2000

[SIm096] Simonds, F.,
Network Security: Data and Voice Communications.
New York: McGraw-Hill, (1996). ISBN 0-07-057639-4

[Sing99] Singh, S.,
The Code Book.
New York: Doubleday, (1999). ISBN 0-385-49531-5
Z 103.S56 1999

[Siya95] Siyan, K. S. and R. C. Hare,
InterNet Firewalls and Network Security.
Indianapolis, IN: New Riders Publishing, (1995). ISBN 1-56205-437-6

[Stal95a] Stallings, W.,
Network and Internetwork Security: Principles and Practice.
Englewood Cliffs, NJ: Prentice Hall, (1995). ISBN 0-02-415483-0

[Stal95b] Stallings, W.,
Protect Your Privacy: A Guide for PGP Users.
Englewood Cliffs, NJ: Prentice Hall, (1995). ISBN 0-13-185596-4

[Stal99] Stallings, W.,
Cryptography and Network Security: Principles and Practice, 2nd ed.
Upper Saddle River, NJ: Prentice Hall, (1999). ISBN 0-13-869017-0
TK 5105.59.5713 1999

[Stal03] Stallings, W.,
Cryptography and Network Security: Principles and Practice, 3rd ed.
Upper Saddle River, NJ: Prentice Hall, (2003). ISBN 0-13-091429-0
TK 5105.59.5713 2003

[Stei98] Stein, L. D.,

Web Security: A Step-by-Step Reference Guide.
Reading, MA: Addison-Wesley, (1998). ISBN 0-201-63489-9
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[Stin02] Stinson, D. R.,
Cryptography: Theory and Practice. 2nd Edition
Boca Raton, FL: CRC Press, (2002). ISBN 1-58488206-9

[Tilb99] van Tilborg, Henk C.A.,
Fundamentals of Cryptology: A professional reference and intereactive tutorial.
Norwell, MA: Kluwer Academic, (1999). ISBN 0-7923-8675-2
QA 76.9.A25.T52 1999

[Wayn02] Wayner, P.,
Disappearing Cryptography: Information Hiding, Steganography & Watermarking.
Morgan Kaufmann (2002). ISBN 1-55860-769-2

[ZIimm95] Zimmermann, P. R.,

The Official PGP User's Guide.
Cambridge, MA: MIT Press, (1995). ISBN 0-262-74017-6
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