Gerard C. Weatherby

L 1nuX

e Unixreleased from Bdll Labsin 1971.

e Announced by LinusTorvaldson 25 Aug 91 on comp.os.minix
newsgroup:
**1'm doing a (free) operating system (just a hobby, won't
be big and professional like gnu) for 386(486) AT clones.”
* First releasein 9/91

e Declared “obsolete” by Andy Tenenbaum in Jan 92

*“My real job isa professor and researcher in the area of
operating systems. Asaresult of my occupation, | think |
know a bit about where operating are going in the next

decade or s0.”
* objected to monolithic kernel design
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e Torvald'spoliteresponse

* “Re2: your job isbeing a professor and researcher:
That'sone hell of a good excuse for some of the brain-dam-
ages of minix.” Torvaldslater posted an apology.

« MINIX, started in 1987, designed as educational system,
Intentionally small.

e Linux was designed asreplacement for UNIX on a 386 Intel
machine.
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 Tanenbaum now states:

*“1 would liketo take this opportunity to thank Linusfor
producing it. Beforetherewas Linux therewas MINI X,
which had a 40,000-per son newsgroup, most of whom were
sending me email every day.”

* “*My consistent refusal to add all these new featuresis
what inspired Linusto write Linux. Both of usare now

happy with theresults. The only person who is perhaps not
so happy Is Bill Gates. | think thisisa good thing.”

e 1994 a NASA team started assembling Beowulf clusters --
high performance parallel processing systems using Linux on
multiple PCs
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e 1998 L os Alamos laboratory assembled “ Avalon” in 3 days
68 Dec Alpha processors

* ranked 315th of top supercomputing sites

* “*Thekey to the success of these machinesliesin ther soft-
ware, and the most important part of that softwareisthe
Linux operating system. Linux can be obtained at no cost
through the Internet, but that isminor compared to its
other advantages. In my experience, thereliability and per-
formance of Linux hasno peer.” -Michael Warren

e 1999 Red Hat (Linux distributor) went public
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e Currently, 3rd faster supercomputer in 1152 nodesrunning
Linux

* 2,304 Intel Xeon CPUSs,
* 11.2 Tflops

Tflop: trillion floating point oper ations per second
* 4.6 TB memory, 138.2 TB disk

TB: trillion bytes memory

e Distributions now include

* Intel, AMD, Motorola 68000, Alpha, ARM, IBM main-
frames, Vax, M| PS, Oracle Networ k Information Com-

puter, HP PA-RISC, Power PC, Sparc, disklessterminals,
various embedded devices, and Compaq iPac handhelds.

o Sallman notesmost systems aretechnically “GNU/Linux”
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Requirements
e 4MB ram minimal system, 32 M B desktop, 100 M B compil-
Ing C++ programs
* gpecial distribution for runningin 2 MB
e Disk space
* 10 MB disk minimal system
* Typical server 80 MB
* 15 G for desktop system with office suite
« 386 or better Intel processor
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Linux features

 Multithreaded - heavyweight and lightweight threads
* Multitasking
* priority based round robin scheduler
* some support for realtime
* supports CPU affinity
 Virtual memory
* Processes have linear address space
* Three-level pagetable used
* Demand paging from disk
* Copy on write
* Configurable page size (4K typical)
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o Supports FAT, VFAT, HPFS, Amigafile systems

* NTFS support under development (read part works)
* network support

 multipledevicedrivers, include some USB
e Can choose which modulesto include when kernel compiled

Distributions

 Red Hat probably most common

e Othersinclude Debian, Mandrake, Slackware

e Knoppix hasversion which runsdirectly from CD drive
 Many, many others
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L inux development

e Linuxiswritten in C/ assembler

* Usesthe Gnu C compiler (gcc)
* Some obj ect techniques used

* Key developersdon’t see any advantage of switching to
C++

require porting large code base
knowledge base of many developersisC, not C++

« Kernel modificationswritten in terms of patchesto official
distribution
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o Typically submitted to linux-kernel mailing list

* cc’d to appropriate kernel developer

* FAQ indicatesthey’re pretty picky
e High activity list

* 1290 postsin week ending 31 July

* Torvalds made one post replying to a private email
e Linux source at http://www.kernel.org

ThePenguin @&

e Torvaldsmadeatrip, saw a penguin
* It bit him.

Open Source Software
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Installing Linux
« Key options arewhether to use dedicated machine or disk
drivesfor Linux
* Possible to configure machine for dual boot with Windows
« KeyissueisNTFSfile system
* Optional for NT, 2000.
* Alsoused in XP (required?)
* NTFS preferred on Windows machine
« NTFSisread-only from Linux

* Requires a separate partition or disk driveon NTFS
machine
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* A separate machine obvioudly preferred for a server
* Can telnet in from Windows machine
« Can download and install your self
e Can configurekernd to
* Increase security
* tailor to minimize footprint, configure for specific use

* play around with operating system (e.g. CSCI16140 Oper -
ating System cour se)

e Initial install most commonly from CD from Red Hat, et. al.
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Using Linux
e Just aseasy asusing Unix, or just as hard as using Unix
o Consoleoriented system
e Choice of command line interfaces
* pash - born again shell -- enhanced Bour ne shell
* ksh - Korn shell
* tcsh - version of csh (C-like shell)

* zsh - enhanced Korn shdll

e environment isset in various .filenamefiles. e.g. .profile,
.cshrc, .login et. al.
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Linux file system

e to Linux, pretty much everythingisafile

* Linux file systems supports multiple names, or links, to afile
* “deleting” afileremovesthelink
* file actually removed when all linksremoved

e Linux uses/ for path separator

* Filesystem lookslike onetree

* Head of thetreeis/

* multiple physical devices or network drives may be
mounted, or added to tree

* Can add anywherein tree
* Use mount to get listing
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e Linux permissions
* Group of three values
owner, group, all

* permissions areread, write, and/or execute
* for directory:
read meanslist

write means create/deletefiles

execute means cd into directory and access by
name
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 Use chmod command to alter

* symbolic form: use o, g or a (owner, group or all)
* +perm adds permission, -perm removes
* chmod a+x name adds execute to all
* chmod g-r nameremovesread from group
e chmod octal mode

* usesthree octal numbersfor owner / group / all
* bit 1 isexecute, 2iswrite, 4isread
* chmod 755 name -> rwxr-xr-x
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Common Linux commands

e |s- performsalisting
* -a(all) listsfilesincluding those starting with a .
* -d showsjust directory name
* -[ long listing: permissions, owner, modification times
* -t sort by modified time
 cd changedirectory
o mkdir makedirectory
* rmremoveafile
* -f (force) removereadonly files
* -r (recursive) remove directories
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e cat (concatenate) showsafile

* copying afilefrom a nameto the console
* can also be used to combinefiles
e editing
* Vi - visual interactive -- great editor after thefirst six
months
modal -- typing mode/ editing mode

* emacs - editing macros - another great editor (or sol'm
told)

Uses control sequencesto control
Extensive macro compatibility / lisp built in

Power usersuseit ascomplete development /
wor k environment
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* pico - smpler editor

Used in pine mail program

Control commands listed at bottom of screen
* X-windows editors are also available

L inux information

 sysconf system library call can provide information about
current Linux system

o See example program
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e In 1994 most commond HTTP server wasHT TP daemon
written by Rob McCool at NCSA (National Center for Super -
computing Applications)

* Development stalled when M cCool left NCSA

* Various webmaster s made fixes, or patches, to HTTP dae-
mon

« 8 primary and 3 additional folks got together via email to
combine patches

* Nameisfrom “ A patchy” server (feather came later)
* First release April 95
* Became most common server within a year
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o Currently has about 64% of server market, according to net-
cr aft.COM hitp:/mews.netcr aft.com/ar chivesweb_server_survey.htm

* Microsoft next at 24%
« Apache Software group formed in 1999

* Core membersapproved / rgect changes
requires 3 positive votes and no negative votes

* Also nominate/ approve new core members
 Apache 2.0

* Redesign / rearchitecture

* Discussed back in 96. Formal planning starting in 98

* Betarelease March 2001

* General release Apr 2002
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Other Apache projects

e ant - automated build system (like make, et. al.). Uses XML
for directivefiles

* php
e tcl - supportsmod tcl. Tcl istool command language, an open
sour ce scripting language

o perl - supportsmod_perl. Runsperl within Apache process
space and allows Per| accessto Apacheinteriors

e web services - includesimplementation of SOAP (Simple
Object AccessProtocol). Object oriented, XML based remote
procedure call mechanism

« XML - xml parsers/generatorsfor multiple languages
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o Jakarta - open source Java projects

* tomcat - reference implementation for serviets/Java
Server Pages (JSP)

* taglibs - JSP tag library

* structs - model/view controller framework for servietsy
JSP

* ORO - Javalibrary for Perl likeregular expression pro-
cessing

* POI - Write Microsoft compound documents using Java.
(xIsformat implemented)

e WWeb sitels nhtip:imwwwiapacheorg

Open Source Software Linux / Apache.23


http://www/apache.org

Gerard C. Weatherby

ApacheHTTP Server features

e Serves up web pages

* Include data from other pagesin returned pages

o Executes CGl (common gateway interface) scripts
« Multiple languages support

e Virtual hosting -- support multiple domain names from same
machine

« Authentication

* local password files, dom or Berkeley db typefiles

* can allow / deny based on client’s | P address or name
e Logging

* custom formatting available
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e Custom error handling

* Specify pagesto be shown for thevariouserrors
o Automatic indexing of directories

* Customizable
« Extendable via module system
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Apache 2.0 features

e Hybrid multiprocess/ multithreaded support
o Supports multiple protocols (port numbers)

Revamped to support non Unix platforms better

Revamped API for modules
* Simplify dependency issues between modules
* Modules can act asfiltersor translators
Support for IPv6

Error messages in mulitple languages

o Updated regular expression processing to use Perl 5 syntax
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Apache architecture

 Main server processlistensfor requests

* On Unix process must beroot to access port 80
* On Windows NT/2000/XP runs as L ocal System account

Significant accessto local machine, no network
access by default

Can configure servicetorun asless privileged
account

e Child processes are spawned to service requests

* On Unix, run as accounts specified in User and Group
directives

e Typically put in UNIX startup file, /etc/rcxx
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 On Windows NT/2000/XP, run as system service
* To control after login, use apache -k start|stop|restart|graceful

* graceful allows child processes servicing requeststo exit
* stop / restart terminates immediately

 Apachemust berestarted for changesin configuration to take
effect
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Apache configuration

e Main control fileis httpd.conf

L ocation compiled in, or may be passed to apache upon star -
tup

* Include directive allows configuration to be broken into
multiplefiles

o ServerType controlswhether server isstandalone or inetd
based

e PidFile specifiesfile Apacheusesto storeprocessid of current
server

* Timeout specifies seconds until server gives up on client. e.g.
300
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o KeepAlive (on/off) controlswhether persistent connectionsare
allowed e.g. On
* faster throughput between client and server
* requiresresourcesto keep connection open

o KeepAliveTimeout number of secondsidle before keep alive
connections closed e.g. 15

o MaxRequestsPer Child number of requests 1 child process
allowed to handle. 0 meansunlimited. Used on systemswhere
therearememory leaksin libraries. e.g. O

e ThreadsPerChild number of threads child processisallowed
torun. e.g. 50 Morethreads means

* greater responsivenessto clients
* more resour ces consumed
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o AddModule directives specify which modules should dynami-
cally added to server. e.g. AddModule mod_perl.c

* Many modulestypically compiled into server. Thesedon’t
requirea AddM odule directive

 Port specifieslistening port. e.g. 80

o Server Admin specifies email address for Apache generated
r eSponses

e ServerName name or | P address of web server. e.qg.
65.113.124.81

e BrowserMatch specifies specific responsesfor certain brows-
erseg.

BrowserMatch " MSIE 4\.002;" nokeepalive downgrade-1.0 force-response-1.0
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 Directory multiplelinedirective used to configure accessto
files

<Directory />
Order Deny,Allow
Deny from All

AllowOverride None
</Directory>

* Order specifies processing of Deny and Allow directives
* Deny lists clients denied access

* AllowOverride (All|Noneldirective) deter mines whether
.htaccess files can be used on adirectory by directory basis
to alter access

Allowing hinder s per for mance because must look
In directory of html filefor a .htaccessfile
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e Directory Optionsdirectiveincludes
* All (everything except MultiViews)
* ExecCGl - allows execution of CGI scripts
* FollowSymLinks - follows symboalic links
* Includes - allow server sideincludes
filewhich typically endsin shtml
allowsdirectiveslike

<l--#include virtual=" [footer.html" -->
Thisdocument last modified <!--#flastmod file=" index.html|" -->

* IncludesNOEXEC - includes can’t execute programs

* Indexes - generates directory listing if no index file (e.g.
iIndex.html) present

* MultiViews - allows multiple (language specific) versions
of pageto be served up based on browser request
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e Files- similar to Directory, but based on filename instead of
path. Following example prohibitsfiles starting with .ht to be
served.

<Files~""\.ht" >
Order allow,deny

Deny from all
</Files>

 Directorylndex - name of file generated for directory views
e.g. index.html

o AccesskileName - name of file used for accessfile. Typically
.htaccess

* ErrorLog - name of fileused for error messages. e.g. logs/
error.log
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o HostNamelL ookups (on/off) - whether server should look up
domain names of | P addresses for logging. e.g. off

* Turning on hinders performance because server hasto
guery DNS server for all client requests

» LogFormat assigns a nameto a specific logging for mat

LogFormat " %h %I %u %t \" %r\" %>s%b" common
%h - remote host

%l - remote logname

%u - remote username (if logged in)
%t - time

%r - first lineof HTTP request

% >s - status

%0b bytes sent
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o CustomLog - specifieslog name and format to use.
e.g. logs/pto.log common

* Samplelog entry:

68.64.87.94 - - [04/Aug/2003:11:39:37 -0400] " GET /bowplatfor m/thbulwagga.j pg
HTTP/1.1" 304 -

* Sampleerror log:
[Fri Aug 01 23:10:27 2003] [error] [client 213.156.39.4] File does not exist: d:/web/
catsmeow/formmail.php

[Sun Aug 03 21:27:16 2003] [info] [client 63.196.198.171] (10054)Unknown error: cli-
ent stopped connection before send body completed

e ServerSignature - (on|off) whether server will report Apache
and Operating System version info
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* Indexing directives
* IndexOptions Fancylndexing
* AddlconByType (TXT,/icons/text.gif) text/*
Specify icon to use by type of file
*  Addlcon /icongbinary.gif .bin .exe
Specify icon to use by file extension

* Indexignore.??* *~*# HEADER* RCSCVS*,v*t
Specify filesnot to list
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Virtual Hosting

 Virtual Hosting allows the same Apache server to service sev-
eral different websites.

www.rockyhillteach.or g and www.char lesconsult-
Ing.com are hosted by same server

e Saveson hardware and | P addresses
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o Example specification

<VirtualHost *>
Server Admin webmaster @rockyhillteach.org
Server Name www.rockyhillteach.org
DocumentRoot " g:/rhhs/web"
ErrorL og logs/rockynhillteach.log
CustomL og logs/rockyhillteach.log common
ScriptAlias/scripts g:/r hhs/web/scripts
Error Document 500 /server Error.html
Error Document 404 /notFoundError.ntml
Error Document 403 /for bidden.html
<Directory " g:/rhhs/web" >
Options I ndexes FollowSymL inks MultiViews
Order allow,deny
Allow from all
</Directory>
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<Directory " g:/rhhs/web/private" >
AuthType Basic
AuthName" Access prohibited"
AuthUserFile c:/passwor filewor d.txt
Require user gerardw
</Directory>
</VirtualHost>
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Performance tuning

http://httpd.apache.or g/docs/misc/per f-tuning.html

* Ensure sufficient RAM so child processes don’t swap.

* Add more RAM

* Set MaxClients
e Decent CPU, NIC, Internet connection, disks
o Ingtall latest OS system patches

o Set FollowSymLinks on and FollowSymLinksl fOwnerMatch
of f

o AllowOverride None
e Usemod perl, mod tcl to speed up scripts
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o Set MaxReguestsPer Child high (10,000) for static pages, lower
If using mod_perl (30)
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