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ABSTRACT

Biometric based authentication, the science of using physical or
behavioral characteristics for identity verification is becoming a
security mainstay in many areas. Their utilization as an
authentication technology has become widespread from door
access to e-commerce especially after the September 11" terrorist
attacks. This paper examines the major forms of known attacks
against biometric systems such as Spoofing, Replay attacks and
Biometric template database attacks. Biometric systems that use
face, fingerprints, iris and retina are used for the study. A
literature study of the attack points in each of the biometric
system and the various methods to combat the attacks at these
points is conducted and analyzed in this paper. The methods
covered are Liveness detection mechanisms, Challenge-Response
systems, Steganographic and Watermarking techniques,
Multimodal biometrics, Soft biometrics and Cancelable
biometrics. Each mechanism is explained in detail. Potentials and
weaknesses of the methods are shown and discussed. The
effectiveness of the solutions is measured in terms of the various
security metrics like cost, amount of effort, practicality, etc. The
results of the study indicate that spoofing attacks are a still a
major threat to the biometric systems. Liveness detection
mechanisms are easily defeated in the case of face and
fingerprints, while iris and retina systems are very resistant to
spoofing attacks. The systems that use watermarking techniques
suffer from the lack of algorithms to deal with image degradation
introduced by the watermarks. Although soft biometrics like
gender, age color, race etc can be used to improve the speed of
biometric matching through efficient filtering of the database for
candidate templates, there exists no real accepted mechanisms for
automatic extraction of soft biometric characteristics.

1. INTRODUCTION

Biometrics comes from the Greek words bios (Life) and metricos
(Measure) [11]. It is basically a pattern-recognition system that is
used to identify or verify users based on his on her unique
physical characteristics.

Biometric systems offer several advantages over traditional
authentication methods. Biometric information cannot be acquired
by direct covert observation. It is impossible to share and difficult
to reproduce. It enhances user convenience by alleviating the need
to memorize long and random passwords. It protects against
repudiation by the user. Biometrics provides the same level of
security to al users unlike passwords and is highly resistant to
brute force attacks. Moreover, biometrics is one of the few
techniques that can be used for negative recognition where the
system determines whether the person is who he or she denies to
be. Using biometrics with password protected smart cards
introduces all three factors of authentication simultaneously
(something you know, something you have and something you
are).

1.1 Basic structure of a biometric system
Every biometric system consists of four basic modules:

1.1.1 Enrollment Unit

The enrollment module registers individuals into the biometric
system database. During this phase, a biometric reader scans the
individual’s biometric characteristic to produce its digita
representation.

1.1.2 Feature Extraction Unit

This module processes the input sample to generate a compact
representation called the template, which is then stored in a
central database or a smartcard issued to the individual.

1.1.3 Matching Unit

This module compares the current input with the template. If the
system performs identity verification, it compares the new
characteristics to the user’s master template and produces a score
or match value (one to one matching). A system performing
identification matches the new characteristics against the master
templates of many users resulting in multiple match values (one
to many matching).

1.1.4 Decision Maker
This module accepts or rejects the user based on a security
threshold and matching score.

1.2 Biometric System Performance

The performance evaluation of a biometric system depends on
two types of errors — matching errors and acquisition errors. The
matching errors consist of the following:

1.2.1 False Acceptance Rate (FAR)
Mistaking biometric measurements from two different persons to
be from the same person.

1.2.2 False Rejection Rate (FRR)
Mistaking biometric measurements from the same person to be
from two different persons.

The acquisition errors consist of the following:

1.2.3 Failure to Capture Rate (FTC)
Proportion of attempts for which a biometric system is unable to
capture a sample of sufficient quality.

1.2.4 Failure to Enroll Rate (FTE)

Proportion of the user population for which the biometric system
is unable to generate reference templates of sufficient quality.
This includes those who, for physical or behaviora reasons, are
unable to present the required biometric feature.

All of the above are used to caculate the accuracy and
performance of a biometric system.

Biometric systems like any authentication system are not
completely foolproof. It has its own drawbacks. While a biometric
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isaunique identifier, it is not a secret and biometrics, once lost is
lost forever (Lack of secrecy and non-replaceability).

In this paper, the known attacks against biometric systemsthat are
based on fingerprints, face, iris and retina are discussed and
several solutions are proposed. In the next section, “Known
attacks on biometric systems” the vulnerable points in a biometric
system and al forms of attacks are discussed in detail. In the
following section, “Known technologies to resist the attacks’
different solutions to resist attacks are presented. The section
“Comparative evauation” discusses the advantages and
disadvantages of each of the techniques presented in the previous
section. The final section, Conclusion recapitulates the issues
discussed and summarizes the proposed new approaches.

2. Known Attackson a Biometric System
Biometrics work well only if the verifier can verify two things:

e  The biometric came from the genuine person at the time
of verification.

e The biometric matches the master biometric on file
[11].

But a variety of problems hinder the ability to verify the above
[8].

e Noisein acquired data— Noisy biometric data caused by
defective sensors, defective physical characteristics and
unfavorable ambient conditions. This causes the data to
be incorrectly matched or incorrectly rejected.

e Intra-class variations — The data acquired during
authentication may be different from the data used to
generate the template during enrollment, affecting the
matching process.

e Digtinctiveness — Every biometric trait has an upper
bound in terms of its discrimination capabilities.

e Non-universality — A subset of the users not possessing
aparticular biometric.

The above-mentioned problems form the basis for many types of
attacks against biometric systems.

There are 8 points in a generic biometric system which can be
attacked [9].
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Figure 3: Attack Pointsin a Biometric System. [5]

2.1 Attacking the Sensor
In this type of attack a fake biometric such as a fake finger or
image of the face is presented at the sensor.

2.2 Resubmitting Previously Stored Digitized

Biometric Signals
In this mode of attack a recorded signal is replayed to the system
bypassing to the sensor.

2.3 Overriding the Feature Extractor

The feature extractor is forced to produce feature sets chosen by
the attacker, instead of the actual values generated from the data
obtained from the sensor.

2.4 Tampering With the Biometric Feature

Representation
The features extracted using the data obtained from the sensor is
replaced with a different fraudulent feature set.

2.5 Corrupting the Matcher
The matcher component is attacked to produce pre-selected match
scores regardless of the input feature set.

2.6 Tampering With the Stored Templates
Modifying one or more templates in the database, which could
result either in authorizing a fraud or denying service to the
person, associated with the corrupted template. A smart card
based system where the template is stored in the smart card is also
vulnerable to this form of attack.

2.7 Attacking the Channel Between the

Stored Template and the Matcher
Data traveling from the stored template to the matcher is
intercepted and modified in this form of attack.

2.8 Overriding the Final Decision
Here the fina match decision is overridden by the hacker
disabling the entire authentication system.

3. Known Technologies To Resist the Attacks

3.1 Liveness Detection M echanisms

Liveness detection can be used to thwart the attacks at attack
point: 1(attacking the sensor). Liveness detection refers to the
ability of the system to distinguish between a sample feature
provided by a live human being and a copy of a feature provided
by an artifact. Liveness detection can be implemented using
software or hardware means.

e Using extra hardware to acquire life signs like
temperature, pulse detection, blood pressure etc for
fingerprints and movements of the face for face
recognition. Iris recognition devices can measure the
involuntary  papillary  hippos (Constant  small
congtrictions and dilations of the pupil caused by
spontaneous movements of the Iris). The drawback is
that extra hardware makes the system expensive and
bulky.
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e Using the information aready captured to detect life
signs. The only researched method is using information
about sweat pores. For this a sensor that can acquire a
high-resolution image is required. It is difficult to
reproduce the exact size and position of the pores on an
artificial mold.

e Using liveness information inherent to the biometric
being obtained. For fingerprints, using a side impression
near the nail, which has been enrolled earlier, can do
this. The advantage is that people do not leave side
impressions as latent prints and no major changes in the
scanner is needed to acquire this additional information.

A system that uses multiple instances of the same
biometric can be used for liveness detection by asking
the user to provide a random subset of biometric
measurements, for e.g. left index finger followed by
right middle finger [4].

Liveness detection can also be done through challenge-response
like passing a small impulse current to the finger and capturing
the fingers, response. Also, a new research is being done by the
biomedical signal analysis laboratory at West Virginia University
on an agorithm based on the detection of perspiration in a time
progression of fingerprint images. Liveness detection through
perspiration patterns is based on the fact that the perspiration
changes the fingerprint image darkness over time. In addition to
the technical procedures, procedural techniques like supervision
are highly efficient for liveness detection.

3.2 Steganographic and Water marking

Techniques

Steganographic and Watermarking techniques are used to resist
attacks at the attack points 2 and 7 (Channel between the sensor
and feature extractor and also the channel between the stored
template and the matcher). Steganography meaning secret
communication, it involves hiding critical information in
unsuspected carrier data. Steganography based techniques can be
suitable for transferring critical biometric information from a
client to a server. There are two application scenarios where
hiding method is the same, but differs in the characteristics of the
embedded data, host image and medium of data transfer [5].
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In the first scenario the biometric data that need to be transmitted
is hidden in a host or carrier image whose only function is to
carry the data. The carrier image can be a synthetic fingerprint
image, a face image or any arbitrary image. Using such a
synthetic image to carry actual fingerprint data provides good
security since the person who intercepts the carrier image might
treat that image as the real fingerprint image. The security of
transmission can be further increased by encrypting the stego
image before transmission.

In the second scenario an additional biometric (e.g. Face) is
embedded into another biometric (e.g. Fingerprint) in order to
increase the security of the latter and stored on a smart card. At
the access control site, the fingerprint of the person is compared
to the fingerprint on the smart card. Then the face information
hidden in the fingerprint is recovered and used as a second source
of authenticity either automatically or by a human in a supervised
biometric application.

Ratha [9] proposes a water marking technique applicable to
fingerprinting images compressed with WSQ wavelet-based
scheme. The discrete wavelet transform coefficients are changed
during WSQ encoding by taking into consideration possible
image degradation. This method is used to secure biometric
authentication systems for commercial transactions against replay
attacks. To achieve this, the service provider issues a different
verification string for each transaction. The string is mixed with
the fingerprint image before transmission. When the image is
received by the service provider it is decompressed and the image
is checked for a one-time verification string. Here, the message is
not hidden in a fixed location, but is deposited in different places
on the structure of the image so that it cannot be easily recovered.

Spatial domain water marking methods for fingerprint images and
utilizing verification keys are also available. Water-marking the
information in the biometric template database allows for the
integrity of the contents to be verified when retrieved for
matching.

3.3 Challenge-Response Systems
Challenge-Response systems can be used to prevent replay
attacks at attack points 2 and 7. One approach is the image based
challenge-response method where the challenge is presented to
the sensor and the response string computed depends on the
challenge string and the content of the input image acquired [9].

In another approach the verification data to be transferred to the
smart card for on-card matching is protected with a cryptographic
checksum that is calculated within a security module controlled
by a tamper resistant card termina with integrated biometric
sensor [14].

3.4 Multi-modal Biometric Systems

Multi-modal biometric systems can be used to resist spoofing
attacks (attacks at point 1). Multi-modal Biometric systems use
multiple representations of a single biometric, a single biometric
with multiple matchers or multiple biometric identifiers [4]. These
systems can address the problem of non-universality since
multiple traits can ensure sufficient population coverage. They
can be used to counteract spoofing attacks, since it is difficult for
a hacker to simultaneously spoof multiple biometric traits of a
legitimate user. The choice and the number of biometric traits is
decided by the nature of the application, the computational
demands and costs introduced, and the correlation between the

traits considered. The fusion of the multiple traits can be done at
the feature extraction level, the matching score level or the
decision level. At the feature extraction level, the feature sets of
multiple bimodalities are combined to generate a new one, which
is then used in matching and decision-making. At the matching
level, the scores produced by each biometric subsystem are
integrated using different techniques like weighted averaging to
generate a new score which is then compared with the threshold
to make the accept or reject decision. At the decision level each
biometric system makes its own decision and a majority-voting
scheme is used to make the final decision. Usually fusion at the
matching score level is preferred because different biometric traits
can be given varying degrees of importance based on their
strength and weaknesses for different users. The problem of noise
in the acquired data can be reduced by using multi-modal
biometrics and assigning different degrees of importance for the
different traits. This, in turn, results in improved matching
performance and accuracy that makes spoofing attacks more
difficult. Since the multi-modal biometric system introduces
computational and cost overheads, the cost versus performance
trade-off should be studied before deploying these systems.

3.5 Soft Biometrics

Soft biometrics can be used to thwart attacks at the attack points 1
and 8 (attacks on the sensor and decision maker). Soft Biometric
traits are those characteristics that provide some information
about the individual, but lack the distinctiveness or permanence to
sufficiently differentiate any two individuals (gender, ethnicity,
age, height, weight etc) [3]. Most of the biometric systems collect
ancillary information about the users during enrollment, which is
stored either in the database or in the smart card possessed by the
user. The ancillary information collected together with the
matching scores will lead to the correct identification of the user,
which in turn prevents spoofing. The factors like age, gender,
color, etc can affect the performance of a biometric system. The
use of soft biometric traits helps to filter a large biometric
database to get a reduced number of templates to do the
comparison with, which in turn, will improve the speed and
efficiency of the biometric system.

Soft biometric traits can aso be used for tuning the parameters of
a biometric system like the threshold on the matching score in a
unimodal system, and the thresholds and weighing of different
modalities in a multi-modal biometric system to obtain the
optimum performance for a particular user or class of users.
Incorporating soft biometrics will reduce FAR and FRR errors
which in turn prevents spoofing.

3.6 Cancelable Biometrics

Cancelable biometrics can be used to resist attacks at point 6
(template database). Cancelable biometrics involves an intentional
repeatable distortion of a biometric signal based on a chosen non-
invertible transform [9]. This reduces the stored template
compromise by using the legitimate substitution of a transformed
version of atemplate for matching against a similarly transformed
vector. Cancelable biometrics also addresses the issue of non-
replaceability of biometric systems. Here, cancellation simply
requires the specification of a new distortion transform.

The distortion transforms selected are non-invertible so that the
original biometric cannot be recovered even if the transform
function and the transformed biometric data are known. The
transform can be applied to the acquired signal or the features
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extracted from it. Signal level transforms include grid morphing
and block permutation. Feature level transform is usualy a set of
random, repeatable permutations of feature points. Cancelable
biometrics is especialy useful when an individua user is
subscribed to multiple services. Here, privacy and security are
enhanced because different distortions can be used for different
services and true biometrics are never stored or revealed to the
authentication server.

4. Comparative Evaluation
There are three major criteria for the evaluation of biometric
systems:
» Performance: This is measured by the achievable
identification accuracy, which depends on the FAR and
FRR, speed and robustness.

»  Acceptability: Extend to which people are willing to
accept the method in their daily lives.

»  Circumvention: Thisis measured based on, how easy it
isto fool the system.

The other factors are universality (Do all people have it?),
distinctiveness (How well people can be distinguished using the
biometric), permanence (How much does the biometric vary over
time), and collectabiltiy (How well can the biometric identifier be
captured and quantified) [5].

For fingerprints, universality is medium compared to iris, retina
and face because there are a significant number of people without
fingers in the world. The acceptability is high for face recognition
systems because people can be easily photographed without
requiring them to look into infrared light while remaining in a
specific position as required in the case of systems using retina
and iris. The circumvention is high for face and fingerprints
because these systems can be easily spoofed. Biometric systems
using iris and retina have the best performance since the FRR and
FAR rates are very low for these identifiers.

The following table will provide a comparison of various
biometric systems.

Table 1: Comparison of biometric characteristics. (H=high,
M=medium, L=low)

Table 2: Advantages and drawbacks of the different
protection techniques.

Technique Advantages Drawbacks
Increased cost for
the extra hardware
Liveness Resists spoofing and software, user
Detection attacks. inconvenience and
increased
acquisition time.
Prevents replay Problem of image
. attacks and provide | degradation and lack
Watermarking integrity of the of algorithmsto deal
stored templ ates. with it.
Provides improved Lack of techniques
performance for automatic
Soft Biometrics through filtering extraction of soft
and tuning of biometric
parameters. techniques.
Improves
performance, resists Increased system
Multi-modal spoofing and replay complexity,
Biometrics attacks and provides computational
high population demands and costs.
coverage.
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Fingerprint | M H H M M M H
Face H L L H L H H
Iris H H H M H L L
Retina H H H L H L L

The next table gives a comparison of the advantages and
drawbacks of the different techniques to prevent attacks discussed
in this paper.

5. Conclusion
There is no security system that is completely foolproof. Every
system is breakable with an appropriate amount of time and
money. The techniques used to prevent the attacks help to
increase the time, and cost of money. Fingerprints can be easily
discovered from touched surfaces and can be copied in a small
amount of time using readily available materials. All the liveness
detection mechanisms in fingerprint systems can be easly
defeated using wafer thin gelatin and silicon artificial fingerprints
asillustrated by the Japanese cryptographer, Matsumoto [7] and a
student thesis in Linkoping University, Sweden [10]. The liveness
detection in face recognition systems can also be defeated using
video clips of faces and playing them back. But it isvery difficult
to fake the iris and retina systems because they use physiological
reactions to changing illumination conditions for liveness
detection. A physical modeling of the eye or implanted iris device
will be needed to defeat them which are very hard and expensive.
Also a fake iris printed on a contact lens can be easily detected
using a check to see special properties introduced by the printing.
So iris and retina systems can be used for high security
applications and network security. But iris and retina systems are
very expensive and their user acceptability is low compared to
face and fingerprint recognition systems. This makes them a bad
choice for common applications. Biometric systems using
fingerprints and face are sufficiently robust to be used as an
authentication system for time and attendance and access control
for low security systems. In my opinion, biometric systems can be
used to supplement the existing technologies rather than replacing
them completely, to provide a highly secure user authentication.
No biometric system is optimal. The decision to which biometric
is to be used should be made on the basis of the type of
application and the level of security needed.
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